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WHEREAS:-

(A) The University is a “Data Controller” as defined under Section 1 of The Data Protection Act 2018 (the “Act”). In terms of Schedule 1 Part II of the Act, in the event that a Data Controller allows a third party to process data in possession of the Data Controller there requires to be  an agreement in writing between the parties.

(B) The Data Processor has agreed to process the Data (as defined below) on behalf of the University upon and subject to the terms hereinafter specified.

NOW THEREFORE it is hereby agreed as follows: -

1. Definitions

1.1 In this Agreement the following terms shall have the following meanings unless the context otherwise requires:

“Commencement Date” means {month} 2020.

“Confidential Information” means any information of the University designated as confidential or information of the University which ought reasonably be regarded as confidential;

“Data” means the Personal Data (as defined under Section 1 of the Act) to be supplied to the Data Processor by the University short particulars of which are contained in Part I of the Schedule;

“Purpose” means distribution of StageClip graduation videos further details of which are contained in Part II of the Schedule;

“Schedule” means the Schedule (in two parts) annexed and subscribed as relative hereto.

1.2 In this Agreement the singular number includes the plural and vice versa and to persons including companies and other forms of legal entity.

2. Duration

2.1 This Agreement shall commence on the Commencement Date and shall continue in full force and effect subject always to the provisions of Clause 7 of this Agreement.

2.2 This Agreement may be terminated by either party giving to the other written notice to terminate with effect from the end of the final graduation ceremony for any given year. Such notice should be given no later than ninety days prior to the first graduation ceremony of the following year subject always to the provisions of Clause 7 of this Agreement.

3. Performance

3.1 Following the execution of this Agreement by both parties, the University shall supply the Data to the Data Processor at a date to be specified and confirmed by the University.
Data StageClip LIMITED, 
Knights Farm, 
Avon Dassett, Southam, 
Warwickshire 
CV472AS 

(the “Data Processor”)

University {name},
{Line 1}
{Line 2}
{Line 3}
{Postcode} 

(the “Data Controller”) 




4. Obligations of the Data Processor

4.1 The Data Processor hereby warrants that: -

4.1.1. it shall comply in all respects with all obligations equivalent to those placed on the University as a Data Controller under the Act;

4.1.2 it shall not in any way use the Data otherwise than for the Purpose and in accordance with the terms and conditions of this Agreement;

4.1.3 It shall act only in accordance with instructions from the University in relation to the Processing of the Data; this should include the data retention period as prescribed by the University.

4.1.4 it has appropriate technical and organisational measures against unauthorised or unlawful Processing of the Data and against accidental loss or destruction of, or damage to the Data:

4.1.5 it shall allow the University to access at any time the premises where the Processing   is taking place for the purpose of auditing the procedures of the Data Processor to ensure compliance with the Act.

4.1.6 it will never disclosure, share or sell data without consent, unless required to do so by law. Data is retained for as long as is necessary, for the purposes specified in this agreement, in the same legal jurisdiction as where they are collected. Personal data is collected for the performance of this agreement or to provide a service and to ensure that orders are completed and fulfilled, and personal data is stored as part of our legal obligation for business accounting and tax purposes.

4.1.7 it take every reasonable measure and precaution to protect and secure personal data from unauthorised access, alteration, disclosure or destruction and have several layers of security measures in place, including:
· Approved ISO 27001 Suppliers 
· 2048-bit SSL-RSA Website Certificates
· PCI Compliance
· Regular Software Security Audits
· Passive Attack and Prevention Detection

5. Confidentiality

5.1 The Data Processor agrees to maintain secret and confidential all Data and Confidential Information received by it both pursuant to this Agreement and prior to and contemplation of it and all other information that it may acquire from the University in the course of this Agreement, and to use the same exclusively for the purposes of this Agreement, and to disclose the same only to those of its employees to whom and to the extent as such disclosure is reasonably necessary for the purpose of this Agreement.

5.2 The foregoing obligations of Clause 5.1 above shall not apply to Confidential Information which:

5.2.1 prior to receipt thereof from the University was in the possession of the Data Processor and at its free disposal and the Data Processor can prove such prior possession to the reasonable satisfaction of the University; or

5.2.2 is subsequently disclosed to the Data Processor without any obligations of confidence by a third party who has not derived it directly or indirectly from the University; or

5.2.3 is or becomes generally available to the public in printed publications in general circulation through no act or default of the Data Processor or its agents or employees.

5.3      	The Data Processor shall procure that all its employees who have access to any information    of the University to which the obligations of Clause 5.1 apply shall be made aware of and subject to these obligations and shall further procure that so far as reasonably practicable all  of such employees shall enter into written undertakings in favour of the University in a form previously approved by the University.

6. Indemnity

6.1 The Data Processor shall indemnify and keep indemnified the University, its officers, agents and employees against any and all claims, damages, loss, breach of warranty or liability arising as a result of any breach of the terms of this Agreement by the Data Processor or breach of the warranties contained herein.

7. Termination

7.1 If the Data Processor is in breach of any obligation on it hereunder and, in the case of a breach capable of a remedy, it shall not be remedied by the Data Processor within ninety days of written notice from the University to the Data Processor specifying the breach and requiring its remedy.

7.2 Termination of this Agreement for any reason shall not bring to an end the confidentiality obligations of the Data Processor.

8. General

8.1 This Agreement shall be binding upon the parties hereto and their respective legal successors but shall not otherwise be assignable by the Data Processor without the written consent of the University.

8.2 No variation or amendment of this Agreement shall bind either party unless made in writing in the English language and agreed to in writing by duly authorised officers of both parties.

8.3 Each and every provision of this Agreement shall be read (where possible) in relation to each and every individual case instanced by each and every individual word or combination of words contained in that provision as a combination of separable provisions and each and  every of such separable provision shall be read entirely independent and severable from the other or others. In all cases where provisions of this Agreement is reducible, invalid or unenforceable in terms of any legislation or other legal authority, such provision shall not  affect the validity of the remaining portion of this Agreement which shall remain in force and effect as if this Agreement had been granted with no such provision and it is hereby declared the intention of the parties that they would have executed the remaining portion of this Agreement without including therein any such provisions.

8.4 A failure by other party hereto to exercise or enforce any rights conferred upon it by this Agreement shall not be deemed to be a waiver of any such rights or operate so as to bar the exercise or enforcement thereof at any subsequent time or times.

8.5 The headings in this Agreement are for convenience only and are not intended to have any legal effect.

8.6 Nothing in this Agreement shall constitute or be deemed to constitute a partnership among the parties hereto and no party shall hold itself out as being the agent of the other.

8.7 This Agreement contains the entire and only agreement between the parties hereto in relation to the subject matter hereof and supersedes all previous negotiations, representations, undertakings and agreements both written and oral made between the parties with respect to the subject matters hereof, provided that nothing in this Clause 8.7 shall have effect to exclude liability of any party hereto for fraud or fraudulent misrepresentation.





9. Notices

9.1 Any notice required to be given hereunder by either party to the other shall be in writing and shall be served by sending the same by registered post

9.2 Any notice sent by registered post shall be deemed duly served after the expiry of seven days after the date of posting. In proving service, it shall be sufficient to prove that the envelope was duly addressed to the appropriate party in accordance with this Agreement.

10. Governing Law

This Agreement and all matters relating hereto shall be governed by the Law of England and Wales and other parties agree to submit to the non-exclusive jurisdiction of the English and Welsh Courts.

IN WITNESS WHEREOF these presents consisting of this and the three preceding pages are executed by the parties hereto as follows:


For and on behalf of {XXX University}





 	Signature	 	Witness Signature


 	 Designation		Name


 	 Date		Address







For and on behalf of StageClip Ltd



				
 	Signature	 	Witness Signature

						 
 	 Designation		Name

							Knights Farm,
 	 Date		Address

							Avon Dassett, Southam,
							Warwickshire,
							CV47 2AS
						
NB.  Schedule to be signed

SHEDULE

THE SERVICES AGREEMENT

THIS IS THE SCHEDULE REFERRED TO IN THE FOREGOING DATA PROCESSING AGREEMENT BETWEEN {University Name} AND STAGECLIP LTD



PART I DATA
Graduate NAMES  
Gradate EMAIL ADDRESSES 
DEGREE TITLES
GRADUATION DATES AND TIMES STUDENT ID
STUDENT IMAGE (graduation ceremony footage) 


PART II PURPOSE
DISTRIBUTION OF PERSONALISED GRADUATION STAGECLIP VIDEOS IN AN ONLINE SEARCHABLE FORMAT
DISPLAYING UNIVERSITY LOGO
DISPLAYING GRADUATE NAME, DEGREE, CEREMONY

DISTRIBUTION OF EMAIL NOTIFICATIONS TO GRADUATES FROM AN APPROVED UNIVERSITY EMAIL ADDRESS, WITH UNIVERSITY APPROVED MESSAGING










University Name


																											

							
StageClip Limited


















ANNEX SECURITY MEASURES

Data at rest encryption, RSA 2048
Data in transit encryption, AES 256
Individual per user accounts. Granular access controls audited regularly with central access authority.
Daily vulnerability and anti-virus scans. Bi-weekly software updates. Daily security updates.
Anomaly access detection. Maintained and monitored audit logs.
Maintained firewalls with minimal access controls. Layer 3 network segmentation.
Mandatory data security and GDPR training, updated annually.
Daily encrypted backups.
ISO and CSA STAR complaint suppliers
ICO registration ZA285156

